Release Notes for DrayTek VigorAP 1062c¢ (UK/Ireland)

Firmware Version 5.0.5 (Formal Release)

Release Type Critical — Upgrade recommended immediately
Release Date 14 April 2025

Build Date 24 April 2025

Web Version r4135.2862fb02

Core Version r656

Applicable Models VigorAP 1062c

Locale UK Only

New Features

(None)

Improvements

1.

vk wN

WLAN driver updates with security improvements (CVE-2025-20631, CVE-2025-20632 and
CVE-2025-20633)

The ‘Default VLAN' is added to [Configuration] > [LAN] > [VLAN List]

The [Configuration] > [LAN] > [Interface VLAN] section added for port VLAN configuration
The [System Maintenance] > [Management] > [XMPP] section added for XMPP protocol
SSH server security improvements (proxy-related functions has been disabled)

Known Issues

(None)




Firmware File Types

The file name of the firmware controls which upgrade type is performed.

If the file name is unchanged (e.g. xxxx.sfw) then the upgrade will just upgrade the firmware,
whereas renaming the firmware to a .rst extension will wipe all settings back to factory defaults
when upgrading the firmware.

Upgrade Instructions

It is recommended that you take a configuration
backup prior to upgrading the firmware. This can be
done from the AP’s system maintenance menu.

Device Settings

To upgrade firmware, select 'Firmware' from the
AP’s system maintenance menu and select the
correct file. The access point will perform the
upgrade and may automatically reboot once this
completes. Backup & Restore

Management

Manual Upgrade

If you cannot access the AP’s menu, you can put the AP into 'TFTP' mode by holding the FACTORY
RESET button whilst turning the unit on and then use the Firmware Utility. That will enable TFTP
mode. TFTP mode is indicated by LED flashing. This mode will also be automatically enabled by the
access point if there is a firmware/settings abnormality. Upgrading from the web interface is easier.



Firmware Version 5.0.3 (Formal Release)

Release Type Regular — Upgrade recommended when convenient
Release Date 13" December 2024

Build Date 6" November 2024

Web Version r3711.bd4a29bc

Core Version r640

Applicable Models VigorAP 1062c

Locale UK Only

New Features

1. Support LLDP for Service Control
Improvements

1. Fixed MAC filtering profile name display error on [Monitor] > [Clients List]
Known Issues

(None)




Firmware Version

5.0.2 (Formal Release)

Release Type

Regular — Upgrade recommended when convenient

Release Date

3" October 2024

Build Date 26" August 2024
Web Version r3662.244b7698
Core Version ré38

Applicable Models VigorAP 1062c
Locale UK Only

New Features

(None)

Improvements

The reset button can be optionally enabled/disabled
Fix for the compatibility with VigorACS platform
3. The TR-069 username and password allowed characters note added:

Username

a-z,A-Z,0-9,@.-%

Password

a-2,A-Z,0-9,-%!S/()=?*

Known Issues

(None)




Firmware Version 5.0.1 (Formal Release)

Release Type Regular — Upgrade recommended when convenient
Release Date 06 August 2024

Build Date 21°* May 2024

Web Version r3564.d02d6b04

Core Version r606

Applicable Models VigorAP 1062c

Locale UK Only

New Features

1. Support for scheduled LED on/off and system reboot functionality

Improvements

1. Password mechanism changed to force admin to change the password from the default
password

2. Improvements to the wireless performance with the SSID tag
The TR-069 username and password settings did to allow some special characters,
such as “*’ or ‘V

Known Issues

(None)



Firmware Version

1.5.3 (Formal Release)

Release Type

Initial Release

Release Date

13™ March 2024

Build Date 19" January 2024
Web Version r3402.0eff8ccd
Core Version r586

Applicable Models VigorAP 1062c
Locale UK Only

First Firmware Release for this model

Known Issues
(None)
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